DECLARATION/AFFIDAVIT FROM [l REGARDING
THEFT/UNAUTHORIZED PURCHASES ON MY ROBLOX
ACCOUNT BRIANHI33ALT DUE TO SOMEBODY FROM

RUSSIA HACKER

I state the following facts under penalty of perjury regarding a recent hack of my Roblox
account and theft/unauthorized purchases made from my Roblox account: Brianhi33alt.

1. After taking a nap, I got up around 8:30PM. After 9PM, I went on my account
Brianhi33alt on roblox.com and noticed my robux was at 306. I was devastated as [ don't
understand how my Roblox account could have been hacked since I used an
authenticator app directly from Google Corporation which is a reputable app.

2. I changed my password at around 10:12 PM or 10:13 PM as shown in the email
Roblox sent me about changing my password. I did this to prevent any further issues.
However | am still shocked that somehow somebody was able to steal my robux without
using my authenticator app on my cell phone.

3. I noticed Roblox sent me an email earlier today about the purchases being made from
IP Address 94.233.240.20, and from Stavropol, Russia. I do not know anybody from
Stavropol, Russia, I have not given anybody my password. I use an authenticator app so
this should not be happening but it did happen to me. This is a hacker attack in my
personal belief as I did not use any IP Address from the country of Russia. I am a natural

izen who was born in-. I am a citizen of the
. My account was hacked but I did everything in good
aith to keep my account secure. I do not believe this was a cookie hack as whoever

accessed my roblox account was in Russia and not using my computer.

4.1 checked the transactions history and noticed the repeated pattern of unusual
purchases started around 4:26 PM to random users such as for example: Paradox 1486,
Runa, monzjjangz and others. I did not make these purchases and the purchases are
clearly being made to what appears to be random people but I did not make these
purchases at all. My last authorized purchase which was automatic was on 5:04 AM of a
monthly private server subscription. The purchases made on and after 4:26 PM were not
my purchases, and I did not know of these purchases, and nobody asked me to make
these purchases. I gave nobody my password to get in my account to make these
purchases. I used an authenticator app to protect my account from being hacked into. I
am from the United States of America and not from Russia. I was born in the United
States of America. Nobody from Russia should have my roblox account information.



5. My account: Brianhi33alt was believed to have been hacked into and
fraudulent/unauthorized purchases were made on 4:26PM and since then. I am in good
faith in keeping my account secure by using an authenticator app from Google. Whoever
stolen my robux had been able to do so and not used my Google Authenticator.

6. I make full page screenshots of my Roblox transactions on sale of goods a lot to keep
track of the robux I make a profit off of with my avatar item sales. The robux I had on
August 6, 2025 at 8 PM was around 22,871 ROBUX. When I found out my account has
lost the robux due to the hack from Russia, I only have about 306 ROBUX. I have lost
22,565 ROBUX from my estimate. Using the
https://www.deltacalculator.com/roblox/robux-to-usd/ online robux to USD tool, it has
the value of $285.89. That much worth of robux in USD earned from that estimation
from that tool, all of that has been lost because of this hacker theft.

7. I created the roblox account of Brianhi33alt, and have used this account for over a
year since it was created on March 12, 2024.

I declare under penalty of perjury that the foregoing is true and correct.

Executed on August 7, 2025.

Signed, Auﬂw‘f Z ZVZS
Mcoumt: Brianhi33alt






